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Abstract of the contribution: a solution of Key issue #4: UE Onboarding and remote provisioning.
1. Text Proposal
It is proposed to add the following solution into 23.700-07.
****************************************Start the changes**************************************
6.X
Solution #X: Solution for UE onboarding and provisioning for SNPN access 
6.X.1
Introduction

This solution addresses Key issue #4: UE Onboarding and remote provisioning.

6.X.2
Functional Description
When a UE without SNPN credential wants to download credential for SNPN access via SNPN, it requests to access SNPN and setup connection to a provisioning server via SNPN. During this short and temporary access, the authentication is also required. The information in the initial registration request for the UE without SNPN credential is in clear text and can easily be copied by fake UE. So SNPN cannot authenticate the UE by itself, even if based on preconfigured information related to the UE on SNPN. Besides, the UE also needs to authenticate SNPN. 

Hence, the solution enable to SNPN and UE to authenticate each other by reusing the solutions defined for key issue#1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN. But the difference is the 3rd party credential here is used to access SNPN for limited service, i.e. only allowing UE to connect to provisioning server to download the credential for accessing SNPN.
6.X.3
Procedures

Figure 6.x.3-1 depicts the procedure for the solution
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 Figure 6.X.3-1: Access to SNPN and download credential via SNPN
Step 1: When a UE without SNPN credential want to download credential for accessing SNPN via SNPN, it requests to access SNPN, the UE and SNPN apply the SNPN access authentication by using 3rd party credential. 

Note: It depends on the solution defined for Key Issue#1, for how the UE and SNPN apply the SNPN access authentication by using 3rd party credential. The difference for the SNPN access in step1 is the UE access is temporary and only allowed for some limited services, e.g. the PDU session establishment to the provisioning server.

Step2: the UE establish a PDU session under the control by the SNPN.

Step3: the UE requests the provisioning server to allocate the credential for SNPN access. The provisioning server also need to authenticate the UE but it is out of 3GPP scope. The provisioning server may belong to the same 3rd party in step 1 or not.

Step4-5: the UE deregisters the temporary access with SNPN and re-registers SNPN via the credential for accessing SNPN access.
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause lists impacts to existing entities and interfaces.

****************************************End of the changes**************************************
[image: image2.png]


[image: image3.png]



3GPP

SA WG2 TD


UE
SNPN
3rd Party
1. SNPN limited access  using 3rd party credential
4. Deregistration
2.Establish PDU session
5.Registration with the provisioned credentials
Provisioning Server
3. UE Request to downloads the credential for accessing SNPN (out of 3GPP scope)



